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RECORDING MEDIUM HAVING ENCRYPTED SOUND DATA 
RECORDED THEREIN AND INFORMATION PROCESSOR 



This application claims a priority based on 
5 Japanese Patent Application No. 2000-80304 filed on 
March 22, 2000 , the entire contents of which are 
incorporated herein by reference all purposes. 



BACKGROUND OF THE INVENTION 
10 FIELD OF THE INVENTION 

The present invention relates to a technique for 
recording digital sound data in a recording medium and 
more particularly to a technique for recording the 
digital sound data in the recording medium after 
15 encrypting the data. 

DISCRIPTION OF THE RELATED ART 
There are many cases in which sound data such as 
a thematic music, a background music, or the like is 
20 recorded in an optical disk, for example, a CD-ROM used 
as a medium for supplying a game content or a multimedia 
content to be performed by an entertainment apparatus 
or the like together with a game program or image data. 
Usually, such sound data are digitized as PCM (Pulse Code 
25 Modulation) data. 

Taking a game content as an example, the above- 
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described sound data is stored in association with a game 
program to be performed by an entertainment apparatus 
and constitutes the game content in inseparable 
relationship with the game program. Therefore, it is not 
expected to pick up and reproduce the sound data alone. 

SUMMARY OF THE INVENTION 
However, the digitized sound data themselves can 
be easily reproduced only if recording methods such as 
the sampling frequency, encoding bit number and 
compression of the data are known. Therefore, it becomes 
possible to read and reproduce only the digital sound 
data from the recording medium such as a CD-ROM by using 
a general -purpose computer. In such a situation, however, 
there is the possibility that the sound data may be copied 
alone and utilized for the reproduction of a music or 
the like against the will of a copy right owner of a game 
content or the like. Since the occurrence of such a 
situation is detrimental to the interests of the 
copyright owner, some protecting means or others is 
required . 

An object of the present invention is to provide 
a technique for preventing the reproduction of digital 
sound data, which is recorded in a recording medium as 
a part of a content, separately from the content. 

In order to solve the above-described problem, the 
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present invention provides, as a first aspect thereof, 
a recording medium which is capable of being read out 
by an information processor and which records at least 
digital sound data and a program for controlling the 
reproduction of the digital sound data. The recording 
medium features that the digital sound data is encrypted 
and information required for decrypting the encrypted 
digital sound data is recorded in a program for 
controlling the reproduction of the digital sound data. 

Further, the present invention also provides, as 
a second aspect thereof, an information processor which 
is capable of reading a recording medium having at least 
encrypted digital sound data and information required 
for decrypting the encrypted digital sound data recorded 
therein. The information processor features that it is 
provided with means operating such that when the 
information processor is requested to reproduce the 
encrypted digital sound data, it decrypts the encrypted 
digital sound data by referring to the information 
required for such decoding. 

BRIEF DESCRIPTION OF THE DRAWINGS 
Fig.l is a block diagram of an entertainment 

apparatus used in the present invention; 

Fig. 2 is a diagram illustrating a state in which 

the entertainment apparatus is used; and 
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Fig. 3 is a diagram illustrating the data structure 
of a CD-ROM. 

DETAILED DESCRIPTION OF THE INVENTION 
The embodiments of the present invention will 
hereinafter be described with reference to the 
accompanying drawings . 

The present invention can be applied to a case where 
digital sound data is recorded in a recording medium, 
especially an optical disk such as a CD-ROM, DVD-ROM or 
the like, which is capable of being read-out by an 
information processor such as an entertainment 
apparatus. The invention is of curse applicable to other 
recording medium such as an optical magnetic disk, a 
magnetic disk, a memory card, a memory cartridge or the 
like . 

The entertainment apparatus operates such that in 
the case of reproducing any digital sound data recorded 
in an optical disk, it controls, through software, the 
specifying, reading and analogizing processes on the 
digital sound data to be reproduced. This software is 
recorded as a part of a content to be provided by the 
optical disk having the digital sound data recorded 
therein . 

Fig.l is a block diagram of an entertainment 
apparatus 10. The entertainment apparatus 10 is an 
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example of an information processor which is capable of 
reproducing digital sound data to be supplied through 
a CD-ROM or DVD-ROM as a medium. 

As shown in Fig.l, the entertainment apparatus 10 
is provided with a main CPU 100, a graphics processing 
unit (GP) 110, an I/O processing unit (IOP) 120, a CD/DVD 
readout section 130, a sound processing unit (SPU) 140, 
a sound buffer 141, an OS-ROM 150, a main memory 160 and 
an IOP memory 170. 

The main CPU 100 and GP 110 are connected to each 
other through an exclusive bus 101 and the main CPU 100 
and the IOP 120 are connected together through a bus 102. 
Further, the IOP 120, the CD/DVD readout section 130, 
the SPU 140 and the OS-ROM 150 are connected to a bus 
103 . 

To the main CPU 100 connected is the main memory 
160 and to the IOP 120 connected is the IOP memory 170. 
Further, to the IOP 120 connected is a controller 180. 

The main CPU 100 performs a predetermined process 
by executing a program stored in the OS-ROM 150 or a 
program transferred to the main memory 160 from the 
CD/DVD-ROM or the like. 

The GP 110 is an image - drawing processor taking 
charge of the rendering function of the entertainment 
apparatus and performs an image - depict ing process in 
accordance with an instruction from the main CPU 100. 
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The IOP 120 is an input/output sub-processor for 
controlling the exchanges of data between the main CPU 
100 and a peripheral device such as the CD/DVD readout 
section 130, the SPU 140, or the like. 

The CD/DVD readout section 130 reads out data from 
the CD-ROM and DVD-ROM mounted on a CD/DVD drive and 
transfers the data to a buffer area 161 provided in the 
main memory 160. 

The SPU 140 reproduces compressed wave-form data 
or the like stored in the sound buffer 141 at a 
predetermined sampling frequency in accordance with a 
sounding command from the main CPU 100 or the like. 

The OS-ROM 150 is a non-volatile memory which 
stores therein a program or the like to be executed by 
the main CPU 100 and the IOP 120 on startup. 

The main memory 160 is a main storage device of the 
main CPU 100 and stores commands to be executed, and data 
to be utilized, by the CPU 100. Further, in the main 
memory 160 there is provided the buffer area 161 where 
data read-out from the recording medium such as the 
CD-ROM, DVD-ROM or the like is temporarily stored. 

The IOP memory 170 is a main storage device of the 
IOP 120 and stores therein commands to be executed by 
the IOP 120 and data to be utilized by the main CPU 100. 

The controller (PAD) 180 is an interface which 
accepts instructions from an operator. 
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Fig. 2 is a diagram illustrating a state in which 
the entertainment apparatus 10 is used. In this figure, 
the controller 180 is connected to a connector 12 of the 
main body 11 of the entertainment apparatus 10. Further, 
to an image sound output terminal 13 of the main body 
11 connected is one end of an image sound output cable 
14. The other end of the cable 14 is connected with an 
image sound output device 15 such as a television 
receiver. The operator of the entertainment apparatus 
10 gives an operating instruction by using the 
controller 180. The entertainment apparatus 10 
receives the instruction from the operator through the 
controller 180 and outputs image data and sound data 
corresponding to this instruction, to the image sound 
output device 15, which latter outputs image and sound. 

Described hereinafter are a process of recording 
digital sound data, which has been encrypted, in the 
CD-ROM readable by the entertainment apparatus 10 having 
the above-described configuration and a process of 
reproducing the digital sound data recorded in the 
CD-ROM by the entertainment apparatus. 

First, the process of encrypting and recording the 
digital sound data in the CD-ROM will be described. 

Fig. 3 illustrates the data structure of a CD-ROM 
200 wherein the data is recorded according to the present 
invention. In this figure, the CD-ROM 200 has at least 
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an area where a program section 210 is recorded and an 
area where a sound data 220 is recorded. The program 210 
includes a sound data reproduction section 211 . Further, 
the CD-ROM 200, may be provided with a multimedia data 
section including video data. 

The sound data section 220 has one or a plurality 
of sound data files 221 having PCM data which have been 
encrypted at a sampling frequency of 48KHz and encoded 
with 16 bits quantization. The PCM data may be recorded 
in a compressed form according to a method such as an 
ADPCM (adaptive differential PCM) which records a finite 
difference of data, for example per time unit. 

The digital sound data is encrypted and recorded 
in the CD-ROM 200. It should be noted that in this case, 
the term "non-encrypted digital sound data" is called 
"original sound data" and the term "encrypted digital 
sound data" is called "encrypted sound data". 

The method of encrypting is optional and any known 
method may be used. For example, it is possible to record 
original sound data by applying a reversible conversion 
by using a key code as a parameter with respect to the 
digital code for the original sound data. 

Where a plurality of sound data files are recorded 
in the CD-ROM 200, a different encrypting method may be 
used for each voice data file. In this case, it is 
preferable, from the point of view of reduction of the 
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load at the time of reproduction of sound data, to 
select a method with which decoding can be performed in 
a simple manner. 

The program section 210 of the CD-ROM 200 records 
command data for controlling the entertainment 
apparatus. The command data is read in the main memory 
160 and executed by the main CPU 100 so that a content 
such as game or multimedia or the like can proceed. It 
is noted that the program 210 may be recorded by being 
divided into a plurality of files. 

In the sound data reproduction section 211 included 
in the program 210, there is recorded a command for 
reproducing the sound data file 221 which is recorded 
in the CD-ROM 200. That is, recorded is an order or the 
like for allowing the SPU 140 to produce sound, based 
on the sound data file 221 demanded to be reproduced. 

In the sound data reproduction section 211, 
recorded are also a key code 215 and a decoding method 
214 for reconstructing original sound data by decoding 
encrypted sound data. Further, where a plurality of 
sound data files 221 are recorded in the CD-ROM 200 and 
a different encrypting method is applied to each of the 
sound data files, information 213 associating the sound 
data file with a decoding method or the like is also 
recorded . 

Thus, the decoding method 214 and the key code 215 
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for decoding are recorded separately from each of the 
sound data files 221 so that even when only each of the 
sound data files 221 is picked up, the reconstruction 
of the original sound data is extremely difficult. 
Further, the decoding method 214 and the key code 215 
for decoding are recorded by being embedded within the 
program section 210. The program section 210 includes 
an extremely large amount of data so that it is difficult 
to find out the key code 215 or the like from among the 
data . 

Next, described will be a process to be performed 
where the encrypted sound data recorded in the CD-ROM 
200 is reproduced by the entertainment apparatus. 

When the main CPU 100 of the entertainment 
apparatus 10 having the CD-ROM 200 mounted therein is 
requested to reproduce the encrypted sound data, it 
performs the following process in accordance with 
command data recorded in the sound data reproduction 
section 211. 

First, a key code for decoding the encrypted sound 
data which have been requested to be reproduced is stored 
in the IOP memory 170. This key code is one that 
corresponds to the sound data file 221 as a target object 
for reproduction. The main CPU 100 extracts the key code 
by referring to information associating the sound data 
file 213 with the key code 215. 
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The main CPU 100 transfers the encrypted sound data 
in the sound data file 221 recorded in the CD-ROM through 
the CD/DVD readout section 130 to the buffer 161 of the 
main memory 160 in sequence so as to store them 
temporarily and then transfers the data to the IOP memory 
170. The main CPU 100 performs an operation on the 
encrypted sound data transferred to the IOP memory 170 
by using the key code stored in the IOP memory 170 in 
accordance with a predetermined decoding method 
recorded in the sound data reproduction section 211. 
Then the original sound data is reconstructed in the IOP 
memory 170. Such predetermined reconstruction method 
can be a simple technique with a reduced calculation 
load . 

Then, the SPU 140 performs a D/A conversion with 
respect to the original sound data so as to generate 
analog sound data and to output it from an image sound 
output terminal 13. 

Thus, according to the present invention, it is 
possible to reproduce digital sound data included in a 
content by an information processor which is capable of 
executing the program included in the content. 
Therefore, it is difficult to reproduce the digital 
sound data alone by picking up the digital sound data 
from the content. Further, it is also possible to reduce 
the calculation load at the time of sound reproduction 
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irrespective of the fact that the sound data is encrypted 
and recorded. 

As described above, according to the present 
invention, it is possible to prevent the digital sound 
data recorded in the recording medium as a part of the 
content, from being reproduced separately from the 
content . 
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